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Note: This document is an extract from the official internal documents of SmartUp — Social
Innovation Lab, as approved by the Executive Board. It reproduces selected provisions verbatim
(the English version of the Privacy Statement is a machine translation of the Macedonian original)
and does not constitute the complete document. Provisions relating solely to internal procedures
have been omitted. Where provisions from more than one source document are combined, each
part is identified by its source.

Translation: This document has been translated by machine translation. The original Macedonian
version, reproduced below, is the authoritative text.

Source documents: SmartUp Data Privacy (2026); SmartUp Personnel and Operations Manual
(2026).

From: SmartUp Data Privacy (2026) — Privacy Statement, sections 1 to 15 (English machine translation)

Privacy Statement: SMART UP — Social Innovation Lab Skopje
1. INTRODUCTION

SMART UP — Social Innovation Lab Skopje is a non-governmental, non-profit citizens' association
that advocates for positive social change, particularly in the fields of education, redesign of public
services and environmental protection.

SMART UP respects privacy and is committed to the lawful, fair and transparent processing of
personal data, in accordance with the Law on Personal Data Protection (LPDP).

2. PERSONAL DATA CONTROLLER

SMART UP - Social Innovation Lab Skopje

ul. Franjo Kluz No. 3/3-41, 1000 Skopje

Email: info@innovationlab.mk

Phone: 071 335 141

3. PERSONAL DATA PROTECTION OFFICER
Name and surname: Milosh Sokolikj

Email: milosh@innovationlab.mk

Phone: 071 231 519

4. PURPOSE OF COLLECTING PERSONAL DATA

Personal data is collected and processed exclusively for the needs of SMART UP's projects,
programmes and activities, including the engagement of persons who take part in carrying out
activities that contribute to the organisation's mission.

5. LEGAL BASIS FOR PROCESSING
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The legal basis for processing personal data is:

e consent given by the data subject, and/or
« fulfilment of a contractual or legal obligation.

Consent is given voluntarily, in advance and on an informed basis.
6. CATEGORIES OF DATA SUBJECTS
Data subjects are:

e employees,

e persons engaged under a work contract, engagement contract or author's contract,
e event participants,

o external associates and consultants,

 members of governing and advisory bodies.

7. CATEGORIES OF PERSONAL DATA
Only data necessary for the specific purpose is processed, such as:

e identification data,

e contact data,

e financial data,

e data on professional experience and engagement.

Processing is always carried out in accordance with the principle of minimisation, meaning that
only the data necessary for the specific purpose and legal basis is collected.

The detailed list of personal data collections is an integral part of this Statement.
Use of digital systems

For processing, storing and managing personal data, SMART UP also uses internal digital systems
and platforms that are protected by appropriate technical and organisational measures.

These systems include:

e aninternal financial and administrative system (for processing salaries, fees,
reimbursements, contracts and approvals);

e platforms for managing documents and access (Office 365 / OneDrive Business);

e project and reporting management systems, where applicable.

Access to these systems is restricted according to work roles, and all activities are recorded and
subject to internal control.

8. DATA PROTECTION AND SECURITY

SMART UP applies appropriate technical and organisational measures to protect personal data,
including:



S m Q (t{) r? SmartUp - Social Innovation Lab

www.innovationlab.mk

e use of two-factor authentication (2FA) for official email and systems;
e restricted access to data according to the internal hierarchy;

e access management through an Office 365/0OneDrive administrator;
e secure electronic payments through an e-banking system.

All employees, consultants and external associates are bound by a contractual confidentiality
clause.

8.1 Personal data breach

In the event of a personal data security breach, SMART UP will take urgent measures to limit the
consequences and, where necessary, will notify the Personal Data Protection Agency and the
affected data subjects in accordance with the law.

Notification is made without undue delay, and no later than 72 hours from the moment of
becoming aware of the breach, in accordance with the law.

9. AUTOMATED DECISION-MAKING AND PROFILING

SMART UP does not apply automated decision-making or profiling without the explicit consent
of the data subject.

10. SHARING WITH THIRD PARTIES
Personal data may be shared:

e with competent state authorities when legally required;
e with contractual partners (e.g. accounting, IT platforms) exclusively under a contractual
obligation to protect the data.

Where personal data is processed through external technical platforms, SMART UP ensures that
they have appropriate protection standards and that the processing is governed by a contractual
relationship.

SMART UP does not sell, rent or make any unauthorised transfer of personal data to third parties.
11. DATA RETENTION PERIOD

e Employment data: in accordance with the law, up to a maximum of 45 years;
e Data from engagement contracts and author's contracts:

— physical: up to 10 years

— electronic: up to 15 years
e Consents: up to a maximum of 2 years.

12. RIGHTS OF DATA SUBJECTS
Data subjects have the right to:

e information,
e access,
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e rectification,

e erasure,

e restriction of processing,
e portability,

e objection,

e withdrawal of consent.

Exercising rights
Requests may be submitted:

e to help@innovationlab.mk, or
e to the Personal Data Protection Officer: milosh@innovationlab.mk

SMART UP will respond within the deadlines set by law.
13. CHANGES TO THE STATEMENT

SMART UP reserves the right to update this Statement. The updated version will be publicly
available.

14. PERSONAL DATA PROTECTION AGENCY

If you believe that the processing is unlawful, you may contact:
Personal Data Protection Agency

Blvd. "Goce Delchev" No. 18, Skopje

www.azlp.mk | info@privacy.mk

15. VALIDITY

This Statement has been prepared in the Macedonian language and enters into force on the day
of its adoption.

From: SmartUp Personnel and Operations Manual (2026) — Section 14: Data Protection and Information Security (Operational

Procedures), without the Storage subsection
Data Protection and Information Security (Operational Procedures)

Personal Data Handling and Access

SmartUp processes personal data in accordance with:

e applicable data protection legislation;
¢ internal Data Protection Policy;
e donor-specific data protection requirements.

Data Minimization and Purpose Limitation

e Personal data is collected only when necessary and for a clearly defined purpose.
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e Data must not be used for purposes incompatible with the original reason for collection.
Access Control

e Access to personal data is granted strictly on a need-to-know basis.
e Access rights are assigned based on role and responsibility.
e Unauthorized access, sharing, or use of personal data is strictly prohibited.

Data Storage and Retention

Retention

e Data retention periods are defined in the Data Protection Policy and donor agreements.
e Data must be deleted or anonymized once retention periods expire, unless legal or
donor obligations require longer retention.

Data Breach Reporting and Response
Definition
A data breach includes any accidental or unlawful:

e loss;

e destruction;

e alteration;

e unauthorized disclosure of;
e oraccess to personal data.

Reporting

e Any suspected or actual data breach must be reported immediately to:
— the Administration and Finance Officer, and
— the President.

e Delayed reporting may increase risk and lead to disciplinary measures.

Response

e Immediate steps are taken to contain and mitigate the breach.
e A breach assessment is conducted to determine:
— severity;
— affected data subjects;
— notification requirements.
e Where required by law or donors, authorities and affected individuals are notified
within prescribed timelines.

All breaches and responses must be documented.
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Original version (Macedonian)

From: SmartUp Data Privacy (2026) — Privacy Statement, sections 1 to 15 (original in Macedonian)

MU3jasa 3a npusatHoct: CMAPT Al- JlabopaTtopwmja 3a couunjanHu nHosauum Ckonje

1. BOBE/,

CMAPT AN — Jlabopatopunja 3a coumjanHu uHoBaumm Ckonje e HeBNagMHO, HenpodUTHO
34pYKeHWe Ha rpafaHn Koe ce 3anara 3a NO3MTUBHWM ONWTECTBEHM MPOMEHU, 0cobeHO BO
obnacTta Ha 06pa3oBaHMETO, peAm3ajH Ha jaBHWU YCAYIU U 3aLUTUTA Ha XKMBOTHATA CpeanHa.

CMAPT Al ja nouMTyBa NpmMBaTHOCTA U ce 0OBP3yBa Ha 3aKOHCKA, NPaBUYHA M TPaHCNApPEHTHA
06paboTKa Ha NMYHUTE NOAATOLM, COFIACHO 3aKOHOT 3a 3alWTMUTA Ha INYHUTE noaaTtoum (33/1M).

2. KOHTPOJIOP HA /INMHU NOAATOLM

CMAPT AN - TabopaTtopwuja 3a coumnjanHu nHosauum CKkonje
yn. ®paro Knys 6p. 3/3-41, 1000 Ckonje

E-nowrTa: info@innovationlab.mk

TenedoH: 071 335 141

3. OOULIEP 3A 3ALLUTUTA HA IVMHU NOAATOLIN

MUme mn npeanme: Munow CoKonuk

E-nowrTa: milosh@innovationlab.mk

TenedoH: 071 231 519

4. LIEN HA COBUPAHETO HA IMMHM NOAATOLMU

NnyHnte nopgatoum ce cobupaat n obpaboTyBaaT UCKAYYMBO 33 NoTpebuTe Ha NpPoOEKTUTE,
nporpamuTe n aktusHoctute Ha CMAPT All, BKNYYMUTENIHO M aHTAXXMaH Ha AMLUa KoM y4ecTByBaaT
BO peasn3aumja Ha aKTMBHOCTU LWITO NpUAOHECYBaaT KOH MUCMjaTa HA OpraHmMsaumjaTa.

5. MPABHA OCHOBA 3A OBPABOTKA
MpaBHaTa ocHOBa 3a 0bpaboTka Ha IMYHMTE NoAaATOLM e:

e [AajfleHa CcornacHocT of cybjexkToT, u/mnm
* UCNONHYBakbe Ha JOroBOPHA WU/IM 3aKOHCKa 06BpCKa.

CornacHocTa ce aaBa go6poBonHO, ogHanpes U HGOPMUpPaHO.
6. KATETOPUU HA CYBJEKTU HA INMHU NOAATOLN
CybjeKkTn Ha NIMYHM NoJaToLUM ce:

e BpaboTeHn Nnua,
*  /IMUA aHTaXkKMpaHu Co A0roBop 3a paboTa, aHraXKMaH UM aBTOPCKKU A0OroBOP,
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® Yy4yeCHUUU Ha HACTaHMW,
* HagBopelwHHn COpa6OTHMLI,M N KOHCYNTAHTH,
® YJIeHOBM Ha ynpaBHU U COBETOAABHU TENA.

7. KATEFTOPUN HA TU4HU NOJATOLUMU
Ce obpaboTyBaaTt camMo NOAATOLM HEONXOAHM 3@ KOHKPETHATa Lie/l, KaKo LITO ce:

*  MAEHTUOMKAUMCKM NogaToum,

e KOHTAKT nogaTtoum,

e (dUHaAHCUCKM NogaToum,

e nogaTouu 3a NPopecrMoHaNHO UCKYCTBO U aHraXKMaH.

O6paboTKaTa ceKorall ce BPLUM COFNACHO NPUHLMNOT HA MUHUMM3ALUNja, O4HOCHO ce Npubupaat
CamMoO OHMWe NoAaToLM KoM ce HEONXOAHM 33 KOHKPeTHaTa Len U npasHa OCHOBA.
[JeTtanHaTta ancta Ha 36MPKM Ha IMYHK NOAATOLM € COCTaBeH Aen o4 oBaa M3jasa.
Kopucrere Ha gurutTanHu cucremum
3a 06paboTKa, YyyBatbe M ynpaByBake o NMYHM nogaTtoumn, CMAPT Al KOPUCTU U UHTEPHU
ANTUTANHU CUCTEMM U NNATPOPMU KOM Ce 3aTUTEHN CO COOABETHN TEXHUYKU U
OpraHM3aLUCKN MEpPKMU.
OBue cucTeMu BKAyYyBaarT:
*  WHTEepeH PUHAHCUCKM M afiMUHUCTPATMBEH cUCTeM (33 06paboTKa Ha NaaTH, XOHOPapH,
HaZLOMeCToUM, AO0TrOBOPU 1 0406pyBakba);

e nnatdopmu 3a ynpasyBarbe co 4OKYMeHTH U npucTtanu (Office 365 / OneDrive Business);
* CUCTEMM 32 ynpaByBakbe CO NPOEKTUN N U3BELLTAM, KOra € NPUMEH/IMBO.

MpuctanoT Ao 0BME CUCTEMM € OrPAaHNYEH COrNAacHO PaboTHWUTE YNOrK, @ CUTe aKTUBHOCTU
ce eBUAEHTMPAAT U nog/eKaT Ha UHTepHa KOHTpoa.
8. SALUTUTA U BESBEAHOCT HA NOAATOUUTE

CMAPT Al npymeHyBa COOABETHU TEXHUYKU U OPraHM3aLMCKMU MEPKM 3a 3alITUTA Ha JINYHUTE
noAaToumn, BKAyYyBajKu:

* KOpWCTeHE Ha ABOjHA aBTEHTMKauMja (2FA) 3a cnykbeHu e-nowTa u cuctemu;
e OrpaHWYeH Npucran 4o NOAATOLM COrNACHO MHTEPHA XMepapxuja;

e ynpaByBakbe CO NpuUCTan npeky agmuHucTpatop Ha Office 365/0neDrive;

e 0Oe3beaHM eNeKTPOHCKM NnaKkatba NPeKy e-6aHKapPCKU CUCTEM.

Cute Bpa6OTeHM, KOHCYNTAaHTU U HaABOPELWIHU COpa6OTHMLI,M ce O6Bp3aHM CO O0roBopHa
Knay3y/sa 3a 40BEP/INBOCT.
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8.1 MNoBpeaa Ha IMYHM NogaToUM

Bo cnyyaj Ha noBpesa Ha 6e3begHocTa Ha AnMyHUTE nogatoum, CMAPT All ke npeseme UTHU
MEpPKM 33 OrpaHunyyBakbe Ha NocieAnUnNTe U, LOKOKY e NoTpebHo, Ke ja nssectn AreHumjaTa 3a
3aWTUTa Ha IMYHUTE NOAATOLM M 3acerHaTuTe cybjekTn cornacHo 3aKoH.

M3BecTyBar€TO ce BpLuM 6e3 HeonpaBaaHO 04/10)KyBakb€, @ HAjA0LHA BO POK 04, 72 Yaca o4,
MOMEHTOT Ha [03HaBatbe 3a NOBPeAATa, COMNACHO 3aKOH.
9. ABTOMATCKO AOHECYBAHKE OA4JIYKHU U NPOPUJTUPAHE

CMAPT All He NnpyMeHyBa aBTOMATCKO AOHEecyBake OAJYKU Uan npodunmparse 6e3 nspeyHa
COT/IAaCHOCT 0Z, Cy6jeKToT.

10. CNOAENYBAKE CO TPETU JIULUA
JInyHUTe NnoaaTouM MOXKe Aa ce cnogenar:

*  CO HAaA/IeXKHU AP¥KaBHM OpPraHy Kora Toa e 3aKOHCKM 06BP3yBaYKo;
e CO LOroBOPHM NapTHepu (Ha np. cmeTkoBoacTeo, UT nnaTtdopmm) MCKNYYMBO CO
[0roBopHa 06BpCKa 3a 3alTMTa Ha nogaTtouuTe.

[lOKONKY NMYHUTE NnofdaToum ce 06paboTyBaaT NPeKy HaABOPELHN TEXHUYKN naaTdopmm,
CMAPT ANl o6e3benyBa AeKa UCTUTE MMAAT COOABETHM CTaHAAPAM 33 3alUTUTA U eKa
obpaboTKaTa e peryampaHa co f0roBopeH ogHoC.

CMAPT AN He BpwK npopaxkba, M3HajmyBate WMAM HEOBNACTEHO OTCTanyBatbe Ha JIMYHMU
nogaTtoum

Ha TpeTu nua.
11. POK HA YYBAKE HA MOAATOUMUTE

e [opgaToun oa paboTeH OAHOC: COFNACHO 3aKOH, HajMHOTYy A0 45 roguHu;
e [logaToum oA 4OroBOPU 33 aHra*KMaH M aBTOPCKU AOrOBOPU:

—  ¢wu3mnukm: go 10 rognHm

—  eJIeKTPOHCKM: 8o 15 roanHu
e CoOrnacHoOCTU: HajMHOry A0 2 roaviHu.

12. NPABA HA CYBJEKTUTE HA JINYHU NOAATOLUM
CybjekTMTe MMaaT NpPaBo Ha:

*  MHbOpMUpatbE,

e npwucTan,

* WCMpaBKa,

e Opuwerse,

e OrpaHu4yyBarbe Ha 06paboTKa,



S m O (t{) r? SmartUp - Social Innovation Lab

www.innovationlab.mk

* NPEHOCNMBOCT,
e npwurosop,
e MOB/IEKYBaH€ Ha COrNACHOCT.

OcTtBapyBak€e Ha npasaTta
BaparbaTa MOXKe Aa ce goCTaBarT:

e Ha help@innovationlab.mk, nau
e 0o Oduuepor 3a 3/1MN: milosh@innovationlab.mk

CMAPT Al ke o4roBopu BO 3aKOHCKM YTBPAEHUTE POKOBM.
13. USMEHU BO U3JABATA

CMAPT Al ro 3aap:KyBa NpaBoOTO Aa ja axkypupa oBaa M3jaBa. AxKypupaHaTa Bep3uja Ke buae
jaBHO gocTanHa.

14. ATEHUMIA 3A 3ALUTUTA HA TUMHU NOAOATOLU

[oKonKy cmeTaTe AeKka 06paboTKaTa He e 3aKOHCKa, MOXe Aa ce obpaTuTe fo:
AreHuuja 3a 3aLUITUTA HA IMMHUTE NOAATOLM

byn. ,,loue Oenuyes” 6p. 18, Ckonje

www.azlp.mk | info@privacy.mk

15. BAIMAHOCT

OBaa M3jaBa e M3rotBeHa Ha MaKeAOHCKM jasuK M cTanyBa Ha cuaa o4 AEeHOT Ha Hej3sMHOTO
yCBOjyBam-e.
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